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	TO:
	California Information Security Office
Attn:  Security Compliance Reporting
P.O. Box 1810, Mail Stop Y-12
Rancho Cordova, CA 95741
	
	

	
	
	
	
	

	FROM:
	[bookmark: Text35]     
	
	[bookmark: Text36]     
	

	
	Org Code – As identified in the Uniform Codes Manual
	
	Name of State Entity
	

	
	
	
	
	

	SUBJECT:  Designation Letter

	
	
	
	
	

	I, the undersigned, hereby certify that I am the Secretary/Director (or equivalent head of the state entity) for the above referenced state entity.  In compliance with the requirements set forth in State Policy (State Administrative Manual Chapter 5300), I have made the following designations to ensure the fulfillment of security and privacy requirements for this state entity:

	
	
	
	
	



	1.  Secretary/Director’s Signature Authority Designee(s) as authorized by me in Attachment A.  These are executive level individual(s) authorized to sign security and privacy compliance related documents on my behalf.

2. Secretary/Director’s Designee(s) as identified by me in Attachment B to include the Chief Information Officer (CIO), Information Security Officer (ISO), Technology Recovery Coordinator, Privacy Program Coordinator, and their back-ups. 

	
	
	
	

	I hereby further certify that the organizational chart for this state entity is included herein as Attachment C and it reflects our organization’s alignment with Government Code Section 11546.1(c) (e.g., ISO reports to the CIO within our organization). 

	
	
	
	
	

	I hereby further certify that if this state entity supports the Information Technology Security, Privacy, Risk Management and Techonology Recovery functions for another state entity, we have obtained the state entity’s acknowledgement of such support, as identified and provided for in Attachment D.

	
	
	
	
	

	For additional information about this submission please contact:

	
	
	     
	at
	     
	or
	     

	
	
	Name
	
	Telephone Number
	
	Email

	
	
	

	
	
	

	     
	
	
	        

	Printed Name of Secretary/Director
	
	Signature of Secretary/Director
	
	Date




	
ATTACHMENT A — SECRETARY/DIRECTOR’S DESIGNEE(S)
	---Select one of the options below---


	|_|  No individuals have been authorized to sign on my behalf.

	
	

	|_|  I have authorized the following individual(s) to sign security related documents on my behalf, as specified below. 

	

	Designee Name:
	     
	
	Authorized to sign the following on my behalf 
(check all that apply):


	Title:
	     
	
	|_|  Designation Letter (SIMM 5330-A)
Note: Designee may only sign 5330-A updates within this reporting period. 

	Classification:
	     
	
	|_|  Technology Recovery Program Compliance (SIMM 5325-B).


	Telephone Number:
	     
	
	|_|  Risk Management & Privacy Program Compliance (SIMM 5330-C)

	Email Address:
	     
	
	|_|  Information Security Incident Report 
(SIMM 5340-B)

	Designee Signature:
	

	
	



	Designee Name:
	     
	
	Authorized to sign the following on my behalf 
(check all that apply):


	Title:
	     
	
	|_|  Designation Letter (SIMM 5330-A)
Note: Designee may only sign 5330-A updates within this reporting period. 

	Classification:
	     
	
	|_|  Technology Recovery Program Compliance (SIMM 5325-B).


	Telephone Number:
	     
	
	|_|  Risk Management & Privacy Program Compliance (SIMM 5330-C)

	Email Address:
	     
	
	|_|  Information Security Incident Report 
(SIMM 5340-B)

	Designee Signature:
	

	
	



	Designee Name:
	     
	
	Authorized to sign the following on my behalf 
(check all that apply):


	Title:
	     
	
	|_|  Designation Letter (SIMM 5330-A)
Note: Designee may only sign 5330-A updates within this reporting period. 

	Classification:
	     
	
	|_|  Technology Recovery Program Compliance (SIMM 5325-B).


	Telephone Number:
	     
	
	|_|  Risk Management & Privacy Program Compliance (SIMM 5330-C)

	Email Address:
	     
	
	|_|  Information Security Incident Report 
(SIMM 5340-B)

	Designee Signature:
	

	
	



Make additional copies of this worksheet as needed to complete the submission.
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ATTACHMENT B — CIO, ISO, TECHNOLOGY RECOVERY COORDINATOR AND PRIVACY PROGRAM COORDINATOR DESIGNATIONS
	Primary Designations
	Chief Information
Officer
	Information Security Officer
	Technology Recovery Coordinator
	Privacy Program Coordinator

	Name
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	[bookmark: Text62]     

	Classification
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	Business Address
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	IMS Code
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	[bookmark: Text56]     
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	Telephone Number
	[bookmark: Text41]     
	[bookmark: Text48]     
	[bookmark: Text57]     
	[bookmark: Text66]     

	Mobile Phone Number
	[bookmark: Text42]     
	[bookmark: Text49]     
	[bookmark: Text58]     
	[bookmark: Text67]     

	Facsimile Number
	[bookmark: Text43]     
	[bookmark: Text50]     
	[bookmark: Text59]     
	[bookmark: Text68]     

	Pager Number
	[bookmark: Text44]     
	[bookmark: Text51]     
	[bookmark: Text60]     
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	Email Address
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	[bookmark: Text61]     
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	Back-up Designations
	Chief Information
Officer (back-up)
	Information Security Officer (back-up)
	Technology Recovery Coordinator (back-up)
	Privacy Program Coordinator (back-up)

	Name
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	[bookmark: Text89]     
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	Classification
	[bookmark: Text72]     
	[bookmark: Text81]     
	[bookmark: Text90]     
	[bookmark: Text99]     

	Business Address
	[bookmark: Text73]     
	[bookmark: Text82]     
	[bookmark: Text91]     
	[bookmark: Text100]     

	IMS Code
	[bookmark: Text74]     
	[bookmark: Text83]     
	[bookmark: Text92]     
	[bookmark: Text101]     

	Telephone Number
	[bookmark: Text75]     
	[bookmark: Text84]     
	[bookmark: Text93]     
	[bookmark: Text102]     

	Mobile Phone Number
	[bookmark: Text76]     
	[bookmark: Text85]     
	[bookmark: Text94]     
	[bookmark: Text103]     

	Facsimile Number
	[bookmark: Text77]     
	[bookmark: Text86]     
	[bookmark: Text95]     
	[bookmark: Text104]     

	Pager Number
	[bookmark: Text78]     
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	Email Address
	[bookmark: Text79]     
	[bookmark: Text88]     
	[bookmark: Text97]     
	[bookmark: Text106]     



IMPORTANT — If this agency is or reports to a Cabinet-level Agency within the Executive Branch, complete the following:
	Cabinet-level Designations
	Agency Chief Information Officer
	Agency Information Security Officer

	Name
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	Classification
	[bookmark: Text108]     
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	Business Address
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	IMS Code
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	Telephone Number
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	[bookmark: Text120]     

	Mobile Phone Number
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	Pager Number
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	Email Address
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ATTACHMENT C — ORGANIZATIONAL CHART
Attach an organizational chart which demonstrates the ISO/CIO reporting structure alignment required pursuant to Government Code Section 11546.1(c).  In cases where another state entity receives support for or supports the Information Technology Security, Privacy, Risk Management and Technology Recovery functions for other state entities (identified in Attachment D), the organizational chart shall reflect the ISO/CIO reporting relationship, as well as the supported relationship.

Insert Organizational Chart here.
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ATTACHMENT D — SUPPORTED FUNCTIONS 
|_|  This state entity provides support and certifies compliance for the Information Technology, Security, Privacy, Risk Management or Technology Recovery functions of another state entity, as specified below.  The state entity(s) we provide support for have further acknowledged the functions supported herein (see next page).
	State Entity Name
	Org Code
As identified in the Uniform Codes Manual
	Functions Supported 
(Check all that apply)
	Compliance and Certification Supported
(Check all that apply)

	[bookmark: Text125]     
	[bookmark: Text126]     
	
|_|  CIO Designation

|_|  ISO Designation

|_|  Technology Recovery Management

|_|  Incident Management

|_|  Privacy Program Management

|_|  Security & Risk Management

	
|_|  Designation Letter (SIMM 5330-A)

|_|  Technology Recovery Program Compliance (SIMM 5335-B)

|_|  Information Security Incident Report (SIMM 5340-B)

|_|  Risk Management & Privacy Program Compliance 
(SIMM 5330-C)

|_|  IT Project Initiation Questionnaire (SIMM 20D)

	[bookmark: Text128]     
	[bookmark: Text127]     
	
|_|  CIO Designation

|_|  ISO Designation

|_|  Technology Recovery Management

|_|  Incident Management

|_|  Privacy Program Management

|_|  Security & Risk Management

	
|_|  Designation Letter (SIMM 5330-A)

|_|  Technology Recovery Program Compliance (SIMM 5335-B)

|_|  Information Security Incident Report (SIMM 5340-B)

|_|  Risk Management & Privacy Program Compliance 
(SIMM 5330-C)

|_|  IT Project Initiation Questionnaire (SIMM 20D)

	[bookmark: Text129]     
	[bookmark: Text130]     
	
|_|  CIO Designation

|_|  ISO Designation

|_|  Technology Recovery Management

|_|  Incident Management

|_|  Privacy Program Management

|_|  Security & Risk Management

	
|_|  Designation Letter (SIMM 5330-A)

|_|  Technology Recovery Program Compliance (SIMM 5335-B)

|_|  Information Security Incident Report (SIMM 5340-B)

|_|  Risk Management & Privacy Program Compliance 
(SIMM 5330-C)

|_|  IT Project Initiation Questionnaire (SIMM 20D)

	
	

	
	


Make additional copies of this designee worksheet as needed to complete the submission.

|_|  This state entity receives support for the Information Technology, Security, Privacy, Risk Management or Technology Recovery functions from another state entity, as specified below.
	State Entity Name
	Org Code
As identified in the Uniform Codes Manual
	Functions Supported 
(Check all that apply)
	Compliance and Certification Supported
(Check all that apply)
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|_|  CIO Designation

|_|  ISO Designation

|_|  Technology Recovery Management

|_|  Incident Management

|_|  Privacy Program Management

|_|  Security & Risk Management

	
|_|  Agency Designation Letter (SIMM 5330-A)

|_|  Technology Recovery Program Compliance (SIMM 5335-B)

|_|  Information Security Incident Reports (SIMM 5340-B)

|_|  Risk Management & Privacy Program Compliance 
(SIMM 5330-C)

|_|  IT Project Initiation Questionnaire (SIMM 20D)



I, the undersigned, hereby certify that I am the Secretary/Director (or equivalent head of the state entity) and acknowledge I have agreed to the above referenced state entity supporting the Information Technology, Security, Privacy, Risk Management or Disaster Recovery functions for my state entity.
	For additional information about this submission please contact:

	[bookmark: Text133]     
	at
	[bookmark: Text134]     
	or
	[bookmark: Text135]     

	Name
	
	Telephone Number
	
	Email

	

	

	[bookmark: Text136]     
	
	
	        

	Printed Name of Secretary/Director
	
	Signature of Secretary/Director
	
	Date



Make additional copies of this designee worksheet as needed to complete the submission.
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