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Transition Update – 
We’ve Moved!
The California Office of Information Security and Privacy Protection has physically moved into its permanent location.  Our shared phone number – (916) 445-5239 – and email addresses remain the same.   
All communication MUST be mailed to the following address:  

Office of Information Security and Privacy Protection

Attention:  Office of Information Security
1325 J Street, Suite 1650
Sacramento, CA  95814

Our Web Site…..
Government Online for Responsible Information Management (Go RIM) provides a central location for information security standards, authority, guidance, forms, tools, and definitions related to California information security and privacy policy.  These components augment the State Administrative Manual (SAM) security policies identified in SAM sections 
5300-5390.  If you haven’t visited Go RIM, check it out at http://www.oispp.ca.gov/government/go_rim/default.asp.
Information Sheets 
Many of you may not be aware that we have recently been publishing a number of Information Sheets that you may find helpful.  We have published the following Information Sheets on our Web site at www.infosecurity.ca.gov:
· Secure Coding Practices 

· Software Security Checklists 

· Web Application Vulnerabilities: More Than A Mere Nuisance

· Use of Web Service Offerings
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Are you involved in your agency’s disaster recovery efforts?  Would you like to learn more about disaster recovery?  Join our Office’s quarterly meetings.  To learn more about these meetings and their dates and times, contact us at security@oispp.ca.gov.  
october is National Cyber 

Security Awareness Month

[image: image2.wmf]Start thinking about activities your agency can do during the month of October to get your employees involved in cyber security best practices.  Consider:

· Invite your executive management to get involved!

· Send newsletters, e-mail reminders, and other awareness materials to elevate employees' knowledge.  

· Place a bookmark with a catchy security message on everyone's chair.

· If permitted, place fun and interesting security sayings on bulletin boards, in hallways or bathrooms, or as employees exit elevators.

· Conduct seminars, brown bag lunches, games, presentations and other activities.

· Make it fun and interesting!  

Help us get the word out that 

Cyber Security is Everyone's Business!
For materials on Cyber Security and other information security topics, you can visit our Web site at http://www.oispp.ca.gov/government/library/awareness.asp.
References & Resources  

The following pages of this Bits and Bytes Newsletter provides you a comprehensive list of Security Professional References/Resources/Contacts you may find helpful. 
Contact Us

Office of Information Security and Privacy Protection

(916) 445-5239 
security@oispp.ca.gov 
www.infosecurity.ca.gov 

Security Professional References/Resources/Contacts List

State of California 

Office of Information Security and Privacy Protection (OISPP) issues and maintains California state information security and privacy policies.  It also hosts by-monthly Information Security Officer (ISO) meetings, which are open to all government entities.  www.infosecurity.ca.gov  Contact:  (916) 445-5239 or security@oispp.ca.gov 

Office of the State Chief Information Officer (OCIO) is the statutory authority over strategic vision and planning, enterprise architecture, information technology (IT) policy, and project approval and oversight.  The OCIO oversees the IT Council Meetings, which are open public meetings.  www.cio.ca.gov  Contact:  (916) 319-9223 or askcio@cio.ca.gov 

Department of Technology Solutions (DTS) delivers technology services to California government.  The Technology Services Board (TSB) provides governance and guidance to ensure appropriate oversight and customer orientation.  http://www.dts.ca.gov/tsb/tsb.asp  Contact:  
(916) 657-9974 or info@dts.ca.gov 

California Office of HIPAA Implementation (CalOHI) provides leadership and oversight for the efficient, effective, and standardized HIPAA implementation by all state agencies impacted by the HIPAA requirements.  www.calohi.ca.gov  Contact: (916) 654-3454 or ohicomments@ohi.ca.gov
Office of the Attorney General sees that the laws of the state are uniformly and adequately enforced.  The Attorney General carries out responsibilities of the office through the California Department of Justice including oversight over the California Law Enforcement Telecommunications System (CLETS) Policies, Practices, and Procedures.  www.ag.ca.gov 

County

California County Information Services Directors Association (CCISDA) is the official organization of the county IT directors and Chief Information Officers in the state of California.  It represents all 58 California counties in the areas of IT and county government.  http://www.ccisda.org/Home/Index.cfm 

CCISDA Information Security Forum (ISF), sponsored by CCSIDA, is a forum for California local government security professionals – Chaired by Jim Reiner, Sacramento County reinerj@saccounty.net
City

Municipal Information Systems Association of California (MISAC) is the official organization of the city information technology directors and Chief Technology Officers in city government.  http://www.misac.org/default.asp 

League of California Cities is recognized and respected as the leading advocate for the common interests of California's Cities.  http://www.cacities.org/index.jsp?zone=locc 

Groups 

California Privacy and Security Advisory Board (CalPSAB), managed by CalOHI, provides private and public collaboration to address and coordinate health information exchange (HIE) privacy and security efforts in California.  http://www.ohi.ca.gov/state/calohi/ohiGeneral.jsp?sCat=/Nav/Workgroups%20and%20Committees/Advisory%20Committee  Contact:  Kris Young at psab@ohi.ca.gov
California Privacy, Security, and Compliance Officials (CaPSCO) is a resource and information sharing forum dedicated to the unique challenges confronting California Healthcare Compliance Professionals – Chaired by Dean True, Butte County dtrue@buttecounty.net
HIPAA County Issues Workgroup is a joint State and County work group focusing on the privacy and security of health information across government jurisdictions in California – Co-chaired by Janet Parnell, Eldorado County janet.parnell@co.el-dorado.ca.us and Ron Gandy, Stanislaus County rgandy@stancounty.com
Inter-Agency Security Meetings are held the second Thursday of each even month, it provides State ISOs an informal forum to discuss information security and privacy issues.  Chaired by Stephanie Cervantes.  Contact Stephanie for dates and times at (916) 795-1528 or Stephanie_Cervantes@calpers.ca.gov.
AeA Monthly Educational Seminars provides one hour seminars once a month and gives security professionals an opportunity to see new security technologies and better understand trends, vulnerabilities and threats.  All seminars held at the AeA offices, 1415 L Street, Suite 1260, Sacramento, CA  95814.  Contact:  Debra Calevro at (916) 443-9059
Industry

United States Department of Health and Human Services issues the national standards to protect the privacy of personal health information (HIPAA).  http://www.hhs.gov/ocr/hipaa/
International Organization of Standards (ISO) is the world's largest developer and publisher of International Standards.  The ISO 27002 standards are the primary code of practice for information security management.  www.iso.org 
National Industry of Standards and Technology (NIST) are the federal standards and technology requirements, developed by the Computer Security Resource Center (CSRC), to protect information systems against threats.  http://csrc.nist.gov/  

Payment Card Industry (PCI) Security Standards Council is an open global forum for the ongoing development, enhancement, storage, dissemination and implementation of security standards for account data protection.  https://www.pcisecuritystandards.org/  

Information Systems Security Association (ISSA) is the global voice of the information security profession – Sacramento Valley Chapter http://www.issa-sac.org/welcome.shtml 
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