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What’s New!
· California Office of HIPAA Implementation is now known as California Office of Health Information and Integrity – www.ohi.ca.gov/calohi
· California Office of Homeland Security and Office of Emergency Services are consolidating into the California Emergency Management Agency (CEMA).  See AB 38 for details.
· National Institute of Standards and Technology (NIST) Technical Guide to Information Security Testing and Assessment (SP 800-115 Updated Sept 2008) – http://csrc.nist.gov/publications/ nistpubs/800-115/SP800-115.pdf 
· NIST Guidelines on Cell Phone and PDA Security (SP 800-124) – http://csrc.nist.gov/ publications/nistpubs/800-124/SP800-124.pdf 
· [image: image1.wmf]NIST’s An Introductory Resource Guide for Implementing the Health Insurance Portability and Accountability Act (HIPAA) Security Rule (SP 800-66 Updated 10/2008) – http://csrc.nist.gov/publications/nistpubs/800-66-Rev1/SP-800-66-Revision1.pdf 
Information Security Program Resources

· The California Office of Information Security and Privacy Protection’s (OISPP) Information Security Program Guide for State Agencies – http://www.oispp.ca.gov/government/documents/pdf/Info_Sec_Program_Guide.pdf 
· OISPP’s Guide for the Role and Responsibilities of an Information Security Officer within State Government – http://www.oispp.ca.gov/government/documents/pdf/ISO_Roles_Respon_Guide.pdf
· OISPP’s GoRIM Web site on Organizing Information Security – http://www.oispp.ca.gov/ government/go_rim/go_RIM-section5315.asp 
· Department of Homeland Security’s Information Technology Security Essential Body of Knowledge – http://www.us-cert.gov/ITSecurityEBK/ 



Public Records Act Requests Guidance
California Attorney General’s Office – 

· Act Summary – http://www.ag.ca.gov/ publications/summary_public_records_act.pdf 

· Guidance – http://ag.ca.gov/consumers/ general/pra.php
Free Training Resources
Federal Emergency Management Agency (FEMA) – www.firstrespondertraining.gov 
Homeland Security Exercise and Evaluation Program (HSEEP) – https://hseep.dhs.gov/pages/ 1001_HSEEP7.aspx 
National White Collar Crime Center – http://www.nw3c.org/ocr/courses_desc.cfm 
University of Texas at San Antonio Center for Infrastructure Assurance and Security – http://www.utsa.edu/cias/ 
University of Memphis Center for Information Assurance – www.act-online.net 
Upcoming Events   

· Join OISPP’s Disaster Recovery quarterly meetings.  Contact OISPP for details.  
· 11/13/08 Week-long Golden Guardian Statewide Exercise Begins – http://www.ohs.ca.gov/hseep/golden_guardian/default.html 
Reminder – We’ve Moved!

OISPP has physically moved into its permanent location.  Our shared phone number – (916) 445-5239 – and email addresses remain the same.  All communication MUST be mailed to the following address:  

Office of Information Security & Privacy Protection

Attention:  Office of Information Security

1325 J Street, Suite 1650

Sacramento, CA  95814
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OISPP

(916) 445-5239 
security@oispp.ca.gov 
www.infosecurity.ca.gov

Why an Acceptable Use Policy!

The specific acceptable use policy for a state agency is determined internally.  OISPP requires that the agencies define and implement an acceptable use policy and that users conform to that policy.  The state agency knows the business and data classification issues that drive what is acceptable for them and their authorized users.

Understanding the why behind the policy may help.  If a state agency does not have an acceptable use policy and the user acceptance form signed by each employee, and an incident occurs, law enforcement may not be able to prosecute the individual.  Furthermore, without an acceptable use policy in place, your agency’s human resources office may be limited as to their administrative alternatives and responses to inappropriate behavior (such as using a state computer to view a pornographic web site).  Logon or Use banners are important at all access points on desktops, servers, routers, and other enterprise equipment to reinforce policies in the event someone breaks into your network.  All of the above are instrumental and critical in mitigating risks.  Additionally, the Attorney General's Office encourages the implementation of acceptable use policies and highly recommends that logon banners be in place. 

OISPP’s “Information Security Program Guide for State Agencies” addresses the need to define an acceptable use policy (page 14) and provides a template (page 36) that describes why the policy is needed.  Page 26 describes the use of a logon banner to display general security and acceptance of use conditions.  This Guide is located on OISPP’s Web site at 
http://www.oispp.ca.gov/government/documents/pdf/Info_Sec_Program_Guide.pdf
An acceptable use policy sample template and network banner language is located at 
http://www.oispp.ca.gov/government/Library/samples.asp#Policy
Other sources pointing to the need for this policy include:  
OISPP’s “Guide for the Information Security Officer Role and Responsibilities of an Information Security Officer Within State Government,” page 22, minimum roles and responsibilities include protecting information assets and acceptable use – http://www.oispp.ca.gov/government/documents/pdf/ISO_Roles_Respon_Guide.pdf 


Risk Assessment Toolkit – Assessment Tool for State Agencies - Item 4.19 - Is there an acceptable use policy? http://www.oispp.ca.gov/government/documents/docs/RA_Tool_State_Agencies.doc
If your State Agency Has to Research Obscene Material

Government Code 8314.5 describes the prohibition on pornographic material and cites the definition in Section 311 of the Penal Code for obscene material.  However, some state agencies may need to perform research that requires an employee to review such material.  To demonstrate a “legitimate state purpose” and provide guidance, OISPP recommends the following:
 

1. Involve your legal office in this discussion as Government Code section 8314.5(c) is very specific as to the definition of "obscene matter."  The planned research may or may not meet the definition.
2. Have management clear the assignment with your human resources and legal offices, then make the assignment in writing with the employee.  It appears reasonable to clearly define what is in scope and what is not in scope for this assignment (set clear boundaries).  Consider deadlines so this effort has an end. 
3. Ensure the individual(s) performing the research works in a closed environment, so it minimizes the risk that the research material may offend someone. 

4. Notify your Information Security Officer (ISO) to ensure the activity is documented as work related.  The ISO will collaborate with the Chief Information Officer (CIO) to verify that the appropriate staff can access identified web sites.
5. Notify your CIO that this employee may be accessing certain inappropriate sites, since web filtering may need to be opened for the specific employee to allow for the research. 
6. After the research is completed, ensure the CIO 
re-establishes the web filtering (and any other security steps) that may have been loosened to allow the research.  Your state agency may consider evaluating how the support steps for this research worked, in case there is a future need for similar requirements.
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