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[image: image3.wmf]The California State Information Security Office and the California Office of Privacy Protection are consolidating into one office called the Office of Information Security and Privacy Protection (OISPP). Our new Office will report to the State and Consumer Services Agency beginning January 1, 2008. For more details about this important move, please review Senate Bill 90.
We will be establishing new email addresses, phone numbers, and a new physical address in the next couple of months. Be sure to watch our Web site for these important changes so you can update our contact information. 


  While our Office has not published specifics with respect to password parameters in policy, the state policy currently adopts the ANSI/FIPS standards (see SAM section 5100). These standards and many others recommend a minimum of 8 characters comprised of a combination of numbers, letters and special characters; a forced change frequency of every 90-days; and requiring employees to lock their workstations when stepping away from their desks. To minimize risk of unauthorized access when employees fail to lock their workstations, it is also recommended that the agency automate the occurrence of this after 5-15 minutes of activity depending on the business environment and sensitivity of the information and systems involved. Users would simply be prompted to re-enter their password to resume use of the computer. 

Below are some additional resources on the topic which you may find helpful. 

FIPS-200, Minimum Security Requirements for Federal Information and Information Systems http://csrc.nist.gov/publications/fips/fips200/FIPS-200-final-march.pdf
NIST Special Publication 800-63, E-Authentication Requirements http://csrc.nist.gov/publications/nistpubs/800-63/SP800-63V1_0_2.pdf
There is currently no statewide policy that specifically prohibits the shipping of laptop and/or desktops. However, if the device (laptop, desktop or portable media) contains confidential, personal or sensitive (C/P/S) information, it MUST be encrypted and password protected with a strong password.  Our recommendations for departmental policies, procedures and practices when a device must be shipped include:  

 

· Use the shipping method only when absolutely necessary. 

· Staff travel by car/van and may be able to transport large equipment or a large quantity of equipment.

· Staff travel by plane and may transport, as carry on, luggage (laptops). Equipment should NEVER be transported by air as checked in luggage.

· Use appropriate packaging and shipping material as to protect the device from damage during shipment. See tips for preparing your package at: 

· US Postal Service -  http://www.usps.com/ business/ ackages/prepareyourpackage.htm
· UPS -  http://www.ups.com/content/us/en/ resources/prepare/guidelines/prepare_package1.html?srch_pos=1&srch_phr=Preparing%20package%20for%20shipping
· FedEx  - http://www.fedex.com/us/fims/ howtoship/shipment.html
· Use non-descript external packaging material as to not advertise the package contents.

· Mark the shipment "Fragile".

· Use a shipping service that provides the following:

· Insurance 

· Package delivery tracking

· Printed name and signature at delivery acceptance

· Ensure the department maintains a log to track the shipment and receipt of shipments from an individual sender to an individual recipient for accountability.

· Report any loss, damage or theft of equipment immediately to CHP ENTAC (916) 657-8287
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Contact us:  California State Information Security Office at security@dof.ca.gov / (916) 445-5239
www.infosecurity.ca.gov/ 
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