Initial Business Questionnaire
This questionnaire provides examples that can be used to gather initial security requirements from business partners and stakeholders, which will lead to selection of appropriate security controls for the information system.
	Instructions: This section describes the information used to characterize the specific IT application/system and the organization’s operational environment. 

	Definitions:  An application is a computer program designed to help people perform an activity.
A system is a software system, which has components as its structure and observable inter-process communications as its behavior.

	1. What is the application/system Name?
	      

	2. What is the business function of the application/System? 
	      

	3. How important is the system to the organization’s mission?
	      

	4. What information, or data, is generated by the system? 
	      

	5. Who uses this data internally to your organization?
· Will they use the new system or an existing one to access the data?
· If an existing system, what is it called?
	

	6. Who uses this data externally from your organization?
· What is the name of the system that they use to access the data?
	

	7. How important is this information to the organization’s mission? 
	      

	8. Where specifically is the information processed and stored? 
    Examples: data center, laptop, server, cloud storage, etc.
	      




	9. What potential negative impacts will your organization face from the disclosure of information to unauthorized personnel? 
	      

	10. Who will use the system?
List the users of the system, which may include the identification of the roles or classes of users such as but not limited to:
a. Administrator
b. Internal Users (all business units)
c. External Users
	      

	11. What hardware will the system require?
       Examples:  mainframe, server, etc.
	      

	12. What software functions will the system require?
       Examples: databases, remote access, internet access
	      

	13. Will the system send or receive data to any other system?
· Which ones?
· Are they inside or outside your organization?
	      

	14. Should your data be transmitted securely between systems or on the    Internet? 
	      

	15. Should your system sit physically in a secure location?
	




	Instructions: This section will help you determine whether your organization has a high, medium or low reliance on Information Technology (IT).  
 
Scoring: very low = 0; low = 1; medium = 2; high = 3; very high = 4
  

	State entities’ Characteristics AND RELIANCE ON IT 
	SCORE 

	16. Number of employees: 
Less than 50 employees = very low
50 to 100 employees = low
100 to 1,000 employees = medium
1,000 to 5,000 employees = high
more than 5,000 employees = very high        
	      

	17. Dependence upon information technology systems and the Internet to offer services to your customer, outreach programs, conduct research and support services. 
	    

	18. The value of the organization’s data stored or transmitted in electronic form.
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	20. What is the impact an Internet outage on your organization’s operations? 
	      

	21. What level of dependency does your organization have on multi-site operations?
	      

	22. What level of security and privacy sensitivity do stakeholders and customers require?
	      

	23. The level of security and privacy regulation that is required.
Examples:  Health Insurance Portability and Accountability Act (HIPAA) , Family Educational Rights and Privacy Act (FERPA) , Gramm-Leach-Bliley Act (GLBA), Sarbanes-Oxley, Payment Card Industry Data Security Standard (PCI DSS), other applicable federal or state laws or regulations)
	      

	24. The extent the organization’s operations are dependent upon third parties (contractors, business partners, suppliers).
	      

	25. Does your state entity have business programs in a politically sensitive area that may make it a target of a violent physical or cyber attack from any groups? 
	      



